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1 This action is in response to the communication filed on 3/25/2008. 

2 DETAILED ACTION 

3 Claims 25-27 have been examined. 

4 Title 

5 The title of the invention is acceptable. 

6 Information Disclosure Statement 

7 The information disclosure statement(s) (IDS) submitted on 4/15/2004 are in compliance 

8 with the provisions of 37 CFR 1 .97. Accordingly, the examiner is considering the information 

9 disclosure statements. 

10 Drawings 

1 1 The drawings filed on 4/ 1 5/2004 are acceptable for examination proceedings. 

1 2 Claim Rejections - 35 USC §102 

13 The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis 

14 for the rejections under this section made in this Office action: 

15 A person shall be entitled to a patent unless - 

16 (e) the invention was described in (I) an application for patent, published under section 

17 122(b), by another filed in the United States before the invention by the applicant for patent or 

18 (2) a patent granted on an application for patent by another filed in the United States before the 

19 invention by the applicant for patent, except that an international application filed under the 

20 treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 

21 application filed in the United States only if the international application designated the United 

22 States and was published under Article 21(2) of such treaty in the English language. 
23 

24 Claim 25 is rejected under 35 U.S.C. 102(e) as being anticipated by Redlich et al. (US 

25 Patent Number 7,322,047), hereinafter referred to as Redlich. 
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1 Regarding claim 25, Redlich disclosed a method for selective encryption within a 

2 document comprising: detecting a document encryption request (Redlich Col. 53 Lines 10-33: 

3 Step 612); activating a document encryption routine (Redlich Col. 53 Lines 10-33: Email 

4 Security System Begins); accessing a proposed document for encryption and tagging one or 

5 more sections of the proposed document as designated for encryption (Redlich Col. 53 Lines 10- 

6 33: Step 612 Highlighting); encrypting the tagged sections with multiple encryption keys 

7 (Redlich Col. 53 Lines 10-33: Step 618 and Col. 48 Lines 42-55: different cipher keys); 

8 extracting the encrypted sections from the document (Redlich Col. 53 Lines 10-33: Step 616); 

9 marking locations in the document where the extracted sections were located (Redlich Col. 51 

10 Lines 21-27: Placeholders); storing extracted sections from the document in an appendix 

1 1 attached to the document (Redlich Col. 53 Lines 38-40: secured data in encrypted form is 

12 attached or appended to the original e-mail containing remainder data); receiving a request to 

13 access an encrypted section of the document (Redlich Col. 54 Lines 28-34: addressee opens the 

14 attachment); determining whether a received decryption key for the encrypted section of the 

15 document for which the access request was made is proper for that encrypted section (Redlich 

16 Col. 54 Lines 56-64, Col. 49 Lines 2-11, and Col. 39 Lines 26-45: detects and confirms the users 

17 clearance level. . .and cleared data... is sent to the respective user); when the determination is that 

1 8 the received decryption key is proper, retrieving and decrypting the section of the document for 

19 which the access request was made (Redlich Col. 54 Lines 56-64, Col. 49 Lines 2-11, and Col. 

20 39 Lines 26-45: detects and confirms the users clearance level. . .and cleared data.. .is sent to the 

21 respective user); and displaying the decrypted section of the document (Redlich Col. 37 Lines 

22 19-21). 
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1 Claim Rejections - 35 USC § 103 

2 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

3 obviousness rejections set forth in this Office action: 

4 A patent may not be obtained though the invention is not identically disclosed or 

5 described as set forth in section 102 of this title, if the differences between the subject matter 

6 sought to be patented and the prior art are such that the subject matter as a whole would have 

7 been obvious at the time the invention was made to a person having ordinary skill in the art to 

8 which said subject matter pertains. Patentability shall not be negatived by the manner in which 

9 the invention was made. 
10 

1 1 Claims 26-27 are rejected under 35 U.S.C. 103(a) as being unpatentable over Redlich. 

12 While Redlich disclosed determining whether there is a request to access another encrypted 

13 section of the document (Redlich Col. 54 Lines 56-64, Col. 49 Lines 2-11, and Col. 39 Lines 26- 

14 45: detects and confirms the users clearance level... and cleared data... is sent to the respective 

15 user); and when there is determination that there is a request to access another encrypted section 

16 of the document, repeating the steps of: determining whether a received decryption key for the 

17 encrypted section of the document for which the access request was made is proper for that 

1 8 encrypted section; when the determination is that the received decryption key is proper, 

19 retrieving and decrypting the section of the document for which the access request was made; 

20 and displaying the decrypted section of the document (Redlich Col. 54 Lines 56-64, Col. 49 

21 Lines 2-11, and Col. 39 Lines 26-45: detects and confirms the users clearance level. . .and cleared 

22 data... is sent to the respective user), Redlich failed to specifically disclose the other request 

23 occurring after the first displaying. However, Redlich did disclose multiple users with varying 

24 security clearances accessing different portions of the document (Redlich Col. 39 Lines 26-45). 
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1 It would have been obvious to the ordinary person skilled in the art at the time of the 

2 invention that one user may access the document after another user has accessed and displayed 

3 decrypted portions of the document. This would have been obvious because the ordinary person 

4 skilled in the art would have been motivated to provide flexibility in the permitted access times 

5 for each user, and further would have recognized that different users access email at varying 

6 times. 



7 Conclusion 

8 Claims 25-27 have been rejected. 

9 The prior art made of record and not relied upon is considered pertinent to applicant's 
10 disclosure. 

11 

12 Any inquiry concerning this communication or earlier communications from the 

13 examiner should be directed to MATTHEW T. HENNING whose telephone number is 

14 (571)272-3790. The examiner can normally be reached on M-F 8-4. 

15 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

16 supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 

17 organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 



2 Application Information Retrieval (PAIR) system. Status information for published applications 

3 may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

4 applications is available through Private PAIR only. For more information about the PAIR 

5 system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

6 system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

7 like assistance from a USPTO Customer Service Representative or access to the automated 

8 information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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/Matthew T Henning/ 
Examiner, Art Unit 2131 
/Ayaz R. Sheikh/ 

Supervisory Patent Examiner, Art Unit 2131 



